DECISION
OF THE COUNCIL OF ADMINISTRATION
OF THE NATIONAL BANK OF MOLDOVA

On the approval of the Recommendations on banks’ risk-based approach actions taking in
relation to their customers in the context of prevention and combating money laundering and
terrorist financing

no. 96 of May 5, 2011

In accordance with the art. 2 and 5 item d) of the Law no0.548-XIII of July 21, 1995 on the
National Bank of Moldova (Official Monitor of the Republic of Moldova, no. 56-57/624 of October
12, 1995), with all subsequent amendments and completions, art. 23 and 40 of the Law on Financial
Institutions no. 550-XIII of July 21, 1995 (Official Monitor of the Republic of Moldova, no. 1/ 2 of
January 1, 1996), with all subsequent amendments and completions, art. 10 paragraph (2) of Law no.
190-XVI of July 26, 2007 on prevention and combating money laundering and terrorist financing
(Official Monitor of the Republic of Moldova, no. 141-145/597 of September 7, 2007), with all
subsequent amendments and completions, Council of Administration of the National Bank of
Moldova

HAS DECIDED:

1. To approve Recommendations on banks’ risk-based approach actions taking in relation to their
customers in the context of prevention and combating money laundering and terrorist financing
(see attached).

2. The banks, in the process of development and implementation of their own programs in the
domain of prevention and combating money laundering and terrorist financing, will take into
considerations the provisions of the Recommendations mentioned at the paragraph 1 of the
present decision.

CHAIRMAN
OF THE COUNCIL OF ADMINISTRATION
OF THE NATIONAL BANK OF MOLDOVA DORIN DRAGUTANU



Official Monitor of the Republic of Moldova no.83-85/527 of May 20, 2011

Approved by the Decision of the Council of Administration
of the National Bank of Moldova n0.96 of 5 May, 2011

RECOMMENDATIONS ON BANKS’ RISK-BASED APPROACH ACTIONS
TAKING IN RELATION TO THEIR CUSTOMERS IN THE CONTEXT
OF PREVENTION AND COMBATING MONEY LAUNDERING
AND TERRORIST FINANCING

I. General provisions

1. The Recommendations on banks’ risk-based approach actions taking in relation to their
customers in the context of prevention and combating money laundering and terrorist financing
(hereinafter the Recommendations) has the purpose to methodologically guide banks in developing
internally effective mechanism for identification and assessment of the risks associated with
customers, their activity and transactions (operations) for preventing and combating money
laundering and terrorist financing.

2. The Recommendations has as an object to:

a) describe the main objectives of the risk based approach to customers;

b) establish the criteria and the risk assessment process of money laundering and terrorist
financing concerned with customer’s activity, implement the system managing risks related to money
laundering and terrorist financing;

c¢) implement the risk based approach to customers;

d) describe the peculiarities of the internal control procedures related to risk based approach to
customers.

3. The Recommendations are developed taking into account the FATF 40+9
Recommendations, FATF Guidance on the risk-based approach to combating money laundering and
terrorist financing, Wolfsberg statement guidance on a risk based approach for managing money
laundering risks and other relevant international documents.
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4. The terms and notions of “bank’s customer”, “image risk”, “country risk”, “operational risk”,
“information security”, “information system”, “transaction” used in these Recommendations have
the significance of those given in the Regulation on Internal Control Systems within Banks, approved
by Decision of the Council of Administration of the National Bank of Moldova, minutes no. 96 of
April 30, 2010. At the same time, for the purpose of the Recommendations the following terms and
notions shall be used:

risk-based approach to customers — the process used by the bank to identify its customers
and assess the potential risks of money laundering and terrorist financing that they can generate;

international organizations — United Nations, Council of Europe, FATF, BASEL and other
organizations recognized by the international community;

complex and unusual transactions - transactions carried out through a single operation or
several operations during the month that are not specific to the customer’s ordinary activity and/or
are not common to its type of the activity;

legal risk — possibility that lawsuits, adverse judgments or contracts that turn out to be
unenforceable can adversely affect the operations or situation of the bank;



concentration risk — is the risk related to the following:

a) on the assets side of the bank’s balance sheet — is manifested by the lack of an information
system to identify credit concentrations (exposures) and prudential limits established in order to
restrict bank’s exposures to single borrowers or groups of inter-related borrowers;

b) on the bank’s liabilities side — is manifested by the early withdrawal of funds by large
depositors, with potentially damaging consequences for the bank’s liquidity resulting from
inadequate analysis of deposits concentration, characteristics of their depositors, as well as non-
maintenance of a close relationship by liabilities managers with large depositors;

information technologies risks — risk of registering cases of money laundering and terrorist
financing or risk of favoring appearance of such activities as a result of some vulnerabilities within
the bank’s informational systems.

I1. The objectives of risk based approach to customers

5. The bank undertakes adequate measures to identify, assess and minimize the risks associated
with customers in order to prevent its use or implication in another way in money laundering and
terrorist financing transactions.

6. Risk based approach to customers contributes to the identification of the risks that need
additional measures and control, and to concentrate resources where the highest risks exists. As
consequences, a risk based approach to customers in the context to prevention and combating money
laundering and terrorist financing has as the main objective to ensure that the undertaken adequate
measures are in order to minimize the risk involved.

7. A reasonable interpretation of the concept of risk-based approach to customer must contain
the means by which the bank identifies the criteria for assessing the risk of money laundering and
terrorist financing.

8. The process of risk based approach to customers implemented by the bank should offer an
efficient mechanism for identification of the potential risks of money laundering and terrorist
financing, associated with customers and their transactions (operations), and which could allow the
bank to concentrate to the highest risk of money laundering and terrorist financing, that a customer,
or its activity or transaction can impose. Thus, the risk based approach is a method of the
identification of suspicious activities and/or transactions (operations).

I1I. Setting criteria and the process of the assessment of the risks of
money laundering and terrorist financing

9. The peculiarity of the risk-based approach process to customers, implemented by the bank,
depends on the principles of setting the business relation by the bank with its customers and how the
operations are conducted. In this context, the internal policies and procedures should determine the
way in which the bank manages and minimizes the money laundering and terrorist financing risks,
and especially the image risk, operational, legal, concentration and information technologies risks.

10. In order to implement a reasonably risk based approach to customers it is recommended the
bank to identify the criteria to assess the potential risk of money laundering and terrorist financing.
The identification of the risks of money laundering and terrorist financing, either to customers or
categories of customers and their transactions (operations), will allow the bank to establish and
implement proportionate measures and controls to minimize these risks.

11. The risk assessment should be performed at the moment of establishing the business
relation. At the same time, for some customers, a complete profile of risk may become evident only



when conducting transactions (operations) via the bank account. In this regard, monitoring of
customer transactions (operations) is a fundamental component of risk-based approach to customers.

12. The bank also needs to adjust the risk assessment of a particular customer based on
information received from a competent public authority.

13. The money laundering and terrorist financing risks can be measured using various
categories. Establishment of the risks categories has as a purpose the implementation by the bank of
the risk management strategies in order to carry out adequate and proportionate supervision and
control on customers regarding the potential cases of money laundering and terrorist financing. In
this regard, the most commonly used risk criteria are: country (geographic) risk, customer risk and
products or services risk.

14. When assessing the risks of money laundering and terrorist financing, depending on the
current development conditions in each bank, the bank individually determine the categories of risk
weights to be used (individually or in combination). These risk categories should include at least
country (geographical) risk, customer risk and products or services risk.

15. Country (geographical) risk refers to countries with a high risk of money laundering and
terrorist financing. Countries that impose a high risk are the following:

a) countries, identified by competent authorities, where illegal manufacture of drugs may occur;

b) countries, identified by competent authorities, which represent an increased risk caused by

high levels of crime and corruption;

c) countries and / or off-shore areas, identified by competent authorities;

d) countries, identified by competent authorities, which do not have legal norms against money
laundering and terrorist financing, or have inadequate legal norms in this regard;

e) countries, identified by competent authorities, which finance, provide support for terrorist
activities and allow terrorist organizations to operate on their territory;

f) countries subject to sanctions, embargoes and other measures by international organizations.

16. The bank in order to assess the customer’s risk, relying on its own criteria, shall determine
whether a relationship with a particular customer impose a high risk of money laundering and
terrorist financing. Categories of customers whose activities and transactions (operations) may
indicate high risks are:

a) customers who are late or do not present the necessary documents for identification, or if
the documents are doubtful (invalid), the activity of the customers are complex and unusual;

b) customers practicing their activity and/or transactions (operations) in an unusual
circumstances:

- the purpose and nature of business relationship is unclear, and the transactions are
complex and unusual;

- making frequent funds transfers between economic agents and / or individuals from
different regions without a clear economic purpose;

c) customers whose founders structure is complex and does not permit to clearly identify the
beneficial owner or customers whose beneficial owners are residents of countries / areas listed in
item 15;

d) customers practicing their activity in the countries listed in item 15 or who have their
headquarters/ residence in these countries, or customers having business relations with economic
agents who have headquarters in these countries;

e) customers whose activity involves working intensively with cash or its equivalent:

- exchange offices, hotels, non-bank providers of payment services through special
devices (“cash-in”), wholesale and retail dealers of products and goods, including agricultural
products, institutions with the right to provide services related to exchange of postal money orders by
post or telegraph or transfer of goods, other economic agents that facilitate the exchange or transfer
of money and goods;



- casinos (including internet casinos), institutions organizing and conducting lotteries or
gambling;

- economic agents the activity of which normally do not generate much cash, but in
certain transactions may generate substantial amounts of funds in cash;

f) charity organizations (philanthropy) or other not for profit organizations the activity of
which are not subject to monitoring or supervision, as well as those involved in activities of
collection and distribution of funds and goods for philanthropy, religious, cultural, studying, social or
other similar purposes, or for carrying out of other “charity activities”;

g) customers whose activity suppose acting on behalf of another person and at the same time
perform complex and unusual transactions, such as:

- real estate agents, when carry out real estate buying or selling transactions
(operations) on behalf of their clients;

- professional participants in the security market;

- lawyers, notaries and other persons which practice independent professional activities
and accountants, when prepare or perform transactions (operations) on behalf of their clients related
to the following: buying or selling of real estates; funds management; debts or other clients’ assets
management; management of the banking accounts or other securities; organizing the subscriptions
for setting up or administration of economic agents; setting up, administration or managing of legal
persons or arrangements (such as, investment funds) and buying or selling of legal persons;

- persons providing investment or fiduciary assistance when are preparing or
concluding the transactions for their clients and that act: as a director or secretary, a partner of a
commercial society or other similar position in relation with other legal persons, or provide
assistance for other person to act in such position; in order to provide an office, business address or
other residency, correspondence or other addresses for the commercial society, whichever other
person or legal arrangement linked together; as a shareholder with management right for other person
(or provide assistance to other person to act in this position);

h) customers — insurance and reinsurance companies engaged in complex and unusual
transactions;

1) customers — politically exposed persons;

Jj) customers — resident of free enterprise zones engaged in complex and unusual transactions;

k) customers which activity is related to sport domain (for instance, sports clubs, sports
associations, etc.).

17. When assessing the risks of products or services it is recommended to identify the potential
risks generated by bank’s offered products and services. The bank pay high attention to risks
associated with new or innovative products and services or to services provided specifically for
supply of the products. In determining high risk associated with products or services the bank should
consider the following:

a) services or products identified by the international organizations, as services or products that
pose high risk, such as international correspondent banking services with payments to persons that
are not customers (acting as intermediary bank);

b) services that involve trade in precious metals or precious stones, trading and delivery of
banknotes and coins, bills, other financial instruments in bearer form;

c) transactions (operations) performed to finance international trading, such as letters of credit,
bills of exchange, etc.;

d) assets storage or management services;

e) operations with foreign financial instruments;

f) services that allow to keep anonymity or can readily cross international borders, such as
internet banking, national / international electronic transfers, etc;

g) other services or products that may impose high risks of money laundering and terrorist
financing.



IV. Sources of information for money laundering
and terrorist financing risk assessment

18. In order to perform an adequate assessment of the bank’s risks and vulnerabilities of money
laundering and terrorist financing it is recommended to use different sources of information, such as
national, international, public, private, etc.

19. The bank assesses the risks relying on their own experience on different indicators that
characterize the customers and the likelihood of the appearance of those risks associated (customer’s
characteristics, types of transactions (operations), the countries of interest, etc.). These customer’s
activity indicators are used to create automat control systems as part of methodology and appropriate
reporting procedures.

20. The bank establishes the purpose that shall be achieved during the assessment of the money
laundering and terrorist financing risks and used resources, as well as the information available for
achieving the goal. At national level can be used statistical data on various indices that show some
negative trends (for instance, crime rate), depending on different characteristics (such as
geographical area, age, etc.), other information, relevant reports, including those posted on websites
of public authorities and other legal persons.

V. Control of customers with high risk

21. When, based on the risk based approach analysis performed by the bank, are identified
customers that impose a high risk, the bank applies the necessary measures and control to mitigate
the potential money laundering and terrorist financing risks associated with these customers. These
measures and controls shall include, but without limitation thereto:

a) enhanced measures when applying “know your customer” rule, according to the normative
acts in the respective domain;

b) measures to approve the business relationship or perform transactions (operations);

¢) monitoring of activities and transactions (operations);

d) permanent control and frequent review of business relationship.

VI. Implementation of risk-based approach to customers

22. In order to identify, timely assess and mitigate the money laundering and terrorist financing
risks it is necessary sufficient to allocate the necessary resources based on the risk profile. Taking
into consideration that the risks assessment imposes substantial allocation of bank’s resources (staff,
time, equipment, information, etc.), the process of allocation of necessary resources is recommended
to be fulfilled in order of priority, determined by the bank’s activities and transactions (operations) or
those of the customer, considered vulnerable to money laundering and terrorist financing.

23. The assessment of money laundering and terrorist financing risks should determine bank to
implement at least the following:

a) establish “know your customer” rules;

b) continue monitoring the business relationship with customers and of customer’s activities
and transactions (operations);

c) reporting of suspicious activities or transactions (operations);

d) on going personnel training.

24. “Know your customer” rules are intended to form an adequate understanding about the real
identity of each customer, nature of business relationship and intended transactions (operations) with
the bank.



25. “Know your customer” rules shall comprise the following:

a) identification and verification of the identity of each customer in a reasonable time;

b) taking adequate risk-based measures to identify and verify the identity of the beneficial
owner;

c) obtaining additional information in order to know the customer’s activity, including the
purpose and nature of business relationship, as well as its intended transactions (operations).

26. The bank adequately assesses the risks imposed by the customer depending on existing risk
factors. To this regard, it is recommended the bank to develop sets of identification measures with
varying degrees of complexity, depending on the customer’s risk profile:

a) customer’s standard identification measures, that applies to all the customers;

b) customer’s reduced standard identification measures, where the risk is low (such as,
operations in favor of public authorities);

c) customer’s enhanced identification measures which activity, ownership structure, type and
volume of transactions (operations), etc. determines a high level of money laundering and terrorist
financing risk.

27. The degree and nature of continue monitoring of customer’s business relationship and
transactions (operations) are determined taking into account the bank’s size and money laundering
and terrorist financing risks that it faces. The monitoring can be carried out both manual and
automated, or a combination thereof.

28. In the process of implementation of the risk-based approach to customers, the bank shall
take into consideration the fact that not all customer’s activities and transactions (operations),
accounts or customers should be monitoring in the same way. The specific of monitoring will depend
on the specificity of each customer, its product or service, customer’s headquarters (residence) and
the place of performing its transactions (operations).

29. The monitoring system within risk-based approach should allow the bank to establish
certain thresholds below which customer’s transactions (operations) or activities will not be
monitored. The defined situations or thresholds used for this purpose should be regularly revised to
determine how adequate they are established according to the level of risks. The monitoring results
should be documented.

30. The bank periodically assesses (at least annually) its system identifying of suspicious
activities and transactions (operations).

31. In the process of collecting and submitting (reporting) the information to the competent
authority the bank will ensure an adequate level of security of submitted information and will respect
the provisions of the legislation in force.

32. In order to ensure successful identification and control of money laundering and terrorist
financing risks the bank carries out a continuous base the training of its personnel.

33. The training of the personnel should ensure their awareness regarding the requirements of
the legislation on prevention and combating money laundering and terrorist financing, their skills in
identification of money laundering and terrorist financing risks, role and the possible involvement of
each employee in the process of prevention and combating money laundering and terrorist financing
according to their level of responsibility and duties. The bank individually establishes the periodicity,
type and the way trainings should take place.

34. Taking into consideration that money laundering and terrorist financing methods are not

static phenomena, the bank will take into account the trend (dynamics) of these phenomena and will
periodically perform the review (update) of the risk based approach to customers. Within this scope
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it is recommended to use the same quantitative and qualitative indicators to compare the changes in
time, as well as the way risk assessment was performed in order to determine the methodological
deficiencies or the lack of relevant sources of information.

V. The internal control peculiarities

35. Risk based approach to customer’s system must be a part of the bank’s internal control
system.

36. Bank’s management is responsible to ensure that the bank has an effective internal control
structure, which ensures the compliance with the relevant legislation in force, including monitoring
and reporting suspicious activities and transactions (operations).

37. The internal control procedures should contain at least measures on identification, risks
assessment, on establishing and utilization of special instruments in order to mitigate the risks and
vulnerabilities identified, implementation of informational systems to monitor the risks (collect,
analyze and data updating) according to customer’s risk profile, documentation and reporting of
suspicious activities and transactions (operations) and those reliable for reporting according to the
legislation.

38. The nature and extent of internal controls will depend on several factors, such as: bank’s specific,
volume and complex activities; diversity of the bank’s operations, including geographical diversity;
customer’s profile, product specific and banking service and the activity within the bank framework;
distribution channels used by the customers, volume and size of their transactions (operations); the
level of risk associated with each area of the bank activity.



